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HANDLING ALL DATA WITH ENCRYPTION
THROUGHOUT DATA LIFE CYCLE

Solution: Crypto-system  → preserving whole process
Fully Homomorphic Encryption (FHE)

Outsourcing and calc. over encrypted data
 Currently too slow (O(1010)) to adopt



Subring Homomorphic Encryption

Seiko Arita1 Sari Handa1

1 Institute of Information Security, Yokohama, JAPAN
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Homomorphic Encryption
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Parallel Computation
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Original Structure
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Shrink Structure
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ℤ𝑝𝑝 slots by Decomposition Ring  
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Attribute-based Proxy Re-encryption Method 
for Revocation in Cloud Data Storage 

DATAIA-JST International Symposium on Data Science and AI @Paris
July 10th, 2018

Yoshiko Yasumura
Team Yamana, Waseda University, Japan
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•Attribute-based encryption (ABE)
 Secure and controlled data sharing

Revocation: Remove users or their attributes
Necessary for real-world application

Introduction
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ABE in cloud storage setting: secure data from cloud



Problem
•Real world application uses ABE in hybrid with AES
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Huge communication cost and burden on data owner

Where revocation takes place
Data needs to be re-encrypted with 

a new AES key at revocation

Trivial Solution



•Attribute-based proxy re-encryption method
Symmetric encryption scheme by Syalim et al. [SNS11] with ABE

Proposed Method
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One-way communication of some data
Reduced communication cost

Yasumura, Yoshiko, Hiroki Imabayashi, and Hayato Yamana. "Attribute-based proxy re-encryption method 
for revocation in cloud storage: Reduction of communication cost at re-encryption." 2018 IEEE 3rd 
International Conference on Big Data Analysis (ICBDA), pp. 312-318, 2018.



Experimental Results

• Lower communication cost but longer computation time
Suitable in some scenarios where large data must be re-encrypted
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Distributed Platform of Privacy-
Preserving Genome Search and 
Secure Data Mining

Masato Oguchi
Ochanomizu University, Japan



Proposed Method of Privacy-Preserving 
Genome Search on Distributed Platform
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Evaluation Result
Execution Time in Each Number of Search Positions
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Length of Query = 5, Number of Samples = 512

The
Number of
Search
Positions



Proposed Method of Secure Data 
Mining on Distributed Platform

17

MasterClient

Worker

Internet

Private Key
Public Key

High-Speed 
Network

Worker

Decryption

Worker

Worker

FHE Calculation

Candidate Itemset 
Generation

Distribution 
of Tasks

Collection 
of Result

17

Sup(N) ≥ minSup? 

Comparison of 
Support Value

SendRe-use of 
Previous 
Result

FUP Algorithm

Master-Worker type Distributed Computing



Evaluation Result of Secure FUP 
Algorithm

• Comparison of Re-Calculation of Secure Apriori
and Secure FUP algorithm
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